


















































(. t :'S/iJl//1'~ As a by-product of the end-to-end review, NSA has updated the interim 
analytic BR F!SA Standard Operating Procedures (SOP) to ensure compliance with the 
current Court Orders and is coordinating this document with DoJ as required by the 
Court. This SOP outlines step-by-step instructions for the authorized intelligence ana1ysts 
in handling the BR FISA metadata; describes the procedures used to control access to the 
BR FISA mctadata; provides the steps used to conduct weekly audits of the analysts' 
queries and tools; and details the methodology used to query the BR FISA metadata 
under newly established Imminent Threat Concept of Operations guidelines. NSA will 
continue to maintain the SOP and CONOP as "living documents" and update them as 
neeck:cL 

7 f 3,:/~H/1NE). NSA also continues to maintain and regu1arly update an l 1-step 
comprehensive checklist that outlines both the Homeland Mission Coordinator and 
analyst rcsponsibiEtics in the BR FISA mctadata analysis and reprnting process, The 
checklist is comprised of over 30 components that require analysts to answer a variety of 
questions, including whether the proposed report falls within the scope of BR FISA 
authorities and express OGC guidelines; whether NSA attempted to get additional 
information about the selector from the FBI and CIA integrces at NSA; and whether 
cellular identifiers were checked tG detennine if the user had roamed into another 
country, The checklist also reminds analysts to detail the infiHn1ation/intel1igence 
sourcc(s) that prGmpted the report's production. 

(TSi/EE//NF) In addition, NSA has in place a combination of web pages and on-line aids 
dedicated to end-product reporting and dissemination guidance. These detailed working 
aids, together with required USSID 18 training for all BR FISA-approved intelligence 
analysts, require that any NSA BR FISA-based reporting that contains U.S. person 
infimnation fr)!!ow NSA 's standard minimization procedures found in USSID 18 and the 
Court OrdeL 

NSA ~s Mh1imization and Ovcrsi 7ht Procedures 

(TS/.18I//NF} NSA has well-documented and long-standing minimization procedures for 
ensuring protection of LLS. persons' infr)rmation in SIG INT ana1ysis and reporting under 
all SIGINT authorities, to include the FISA Order. NSA's normal regime of compliance 
oversight fix handling the BR FlSA is a comprehensive, multi-pronged approach 
involving DoJ and NSA's OGC, O&C, Office of the lnspcctor General and SID. 
Currently, NSA is required to consult with DoJ on aH significant 1egal opinions involving 
BR FISA metadata handling. DoJ meets with the appropriate NSA representatives at least 
once every renewal period to review the program. Prior to the 2 March Court Order that 
the FISC make aH RAS detenninations, DoJ also conducted "spot checks" to review a 
sampling of justifications (RAS deten11inations) frJr querying the metada.ta. NSA, in turn, 
provides internal oversjght to the BR FISA program by a variety of oversight controls 
and compliance rnechanisms to prevent, detect, correct and report incidents and 
violations of the procedures, to include technical, physical and managerial safoguards 
such as: examining sarnples of call-detail records to ensure NSA. is receiving only 
compliant data; ensuring analysts are trained in the querying, dissemination and storage 
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restrictions for the metadata; monitoring analytic access to the metadata; auditing queries 
on a wcddy basis by O&C monitoring audit functionality; reviewing the BR FISA raw 
database repositories; and examining the list of RAS-approved selectors. 

(TS//8LINr) In light of the compliance issues that surfaced specific to the handling of the 
BR FISA rnetadata, NSA reviewed its minimization procedures as well as its oversight 
procedures, to include auditing, documentation, and training, to identify areas for 
potential improvement. All were identified as areas for enhancement to ensure that 
personnel handhng the BR Fl SA metadata are aware of and compliant with the Comt 
Orders governing its use and dissemination. 

A. (U) l\Unim:iz.atio:n 

(TS/JSl//l'ff) Every NSA inteHigence analyst is required to complete training and pass a 
test on USSID 18 minimization procedures every two years as a pre-requisite for access 
to unminimized/unevaluated SKHNT data. Additionally, intelligence analysts must 
receive an OGC compliance briefing and on-the-job trajning (OJT) regarding their 
rcsponsibHitics for handling metadata containing U.S. person infimnation prior to being 
granted access to the BR flSA memdata, They also have on-line access to detailed 
working aids including required minimization procedures. NSA wiU continue to 
emphasize the critical impmta.nce of applying USSID i 8 and. the Court Order 
requirements as they relate to the handling and dissemination of BR FISA. 

B. (U) Oversight 

l, ~ Oversight Auditing Mechanisms 

ffTHiSI//¥.ff) NSA assessed requirements fi)r auditing of systems, tools, processes and 
analyst queries to ensure the proper compliance procedures were in p1acc. A total of 13 
audits related to BR FISA metadata access and querying were conducted either as the 
result of standing requirements or in response to issues identified through the end-to-end 
rcviev .. '. Descriptions of resultant anomalies are captured 1n Section rt 

(T8:'/SU/NF) NSA audits samples of queries conducted by BR FISA-authorized 
intelligence analysts and data integrity analysts in the 

on a weckiy basis. As a result of a review of its oversight 
processes, O&C created a dedicated senior intelligence analyst position to enhance 
auditing of BR Fl.SA mctadata queries. 

2. ~ Oversight Documentation and Procedures 

(TS/1SV1MF) Oversight documentation and procedures governing BR FISA metadata 
handling consists of a set of SOPs that have been reviewed and revalidated, They are as 
follmvs: 
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® '" Acccssn: This SOP outlines the procedures fr)r gaining and maintaining 
access to the BR FISA metadata in a way that is compliant with the BR 
FISA Court Order. 

® ""BR HSA Am:W Procedures": This document out1incs the procedures 
used to audit BR FISA analyst queries 

• -~compliance NotiJkationn: This document addresses the procedures to 
be followed when compliance issues are noted. 

e '"Do.J and OGC Spot Checks": This SOP addresses the procedures to be 
fr,Howed fbr the required, regular DoJ and/or OGC spot checks . 

., ·•Oversight"~ This document outlines the roles and responsibiHtics of the 
DoJ, the NSA Director, the OGC, O&C, the Inspector General,_ 

and those Countertcrrorism Organization analysts 
approved f-or BR FlSA metadata access. 

3. (U) Oversight Training 

(TS//St//Nr) NSA's Associate Directorate of Education and Trninjng (ADET) had 
already been working with O&C and OGC to redesign the required training for accessing 
BR FISA mctadata to better enfi:1rce appropriate handiing of this data and to introduce 
competency testing as part of the O&C curriculum. The curriculum wi11 be administered 
on-line to allow students 24/7 access to the course materia1. 

(TS.i/SI//NF) The redesigned BR FISA portion of the training package addresses the 
knowledge and procedural components of handling BR FISA data, and now requires the 
analyst to read the most current Court Order and the OGC instructions, and in the foture 
\ViH require them to view an OGC video briefing about the BR FISA program and 
complete the foUowing six lesson tutorials: 

l, "Overview of the Reasonable Articulable Suspicion standard," as covered 
in OGC instructions 

2, "Smnmary of the RAS standard," to aid NSA analysts in preparing RAS 
justifications 

3. ''Association with to identify how assocjations are 
established in order to qualify a target frff RAS justification 

4. "First Amendment Considerations," to identify limitations and 
considerations wher. targeting U.S. persons within BR FISA data 

5. "Sources of intixmation," to identify the supporting infrmnation used to 
justify the RAS detennination 

6. "The BR FISC Order," which explains the content of the BR FISA Orders 

(TS.li>J t/!PlF) A computer-based competency examination will be administered. upon 
completion of this training and remediation wiH be provided ·for missed questions. Once 
an analyst has demonstrated the necessary knowledge by su.ccessfoHy passing the exam, 
he or she will complete fi:m11alizcd OJ'f befi.m~ O&C grants access to the data. 
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"f!'S/.'EH//l':.JJ~-:)..The OJr component has always been administered by an experienced HMC 
or senior analyst experienced in conducting O.JT. This training specifically addresses how 
analysts are pennitted to use the BR FISA mctadata, reinfhrces the un1que privacy 
concerns and handling requiremems of this data, and demonstrates the various tools that 
can be used to query the BR FIS,,.\ metadata. In addition, each HMC and authorized 
intelligence analyst is required to sign a user agreement~ documenting that he or she has 
read and understands the obligations associated with handling the BR metadata. 

7'.TSHSI//l>H-:+-NSA has aiso begun to provide tailored briefings to all technical personnel 
that have been granted access to the BR FISA metadata. The tai1orcd briefings outline 
the categories of data obtained under the BR FISA Court Order and the restrictions 
associated with the tcchnica1 personnel's duties. For example, the briefings make it clear 
that the Coilection Managers a11d System Administrators are not authorized to query the 
BR FISA rnetadata for fi:)reign intelligence purposes. The briefing also outlines the 
co1Tcct offices to contact if the technical personne1 see possibie compliance issues in the 
course of their duties. 

(TS/iSI//NF) As part of the BR FISA training redesign, complete training records will be 
maintained by ADET fix each individual. The docmncntation will include the test score, 
answers to individual test questions, and perfonmmce feedback from the Off component. 
This documentation will aBow for tracking of access t.o the BR. data on an individual 
basis, 

V. (~ NSA's .Fuf,µ,.rc Architecture 

(T8//SI//Nr} Using principles of system engineering, configuration. management and 
access control, NSA has considered the foturc implementation of the BR FISA program 
including the automated activity detect.ion process to be used should the Court authorize 
NSA to resume regular access to the BR FISA mctadata. 

A. (U//J!'Ol;O) Future BR FlSA Activity Detection. (Alerting) Process 

(TS1/~J//NF) NSA. could resume automated activity detection in a folly compliant manner 
should the Court approve. NSA would maintain an Activity Detection (a.lert) List 
containing onf.y RAS~approved selectors. Only the RAS-approved selectors on this "BR 
Identifier List" would be comparec! to the BR FfSA metaclata. With Court approval to 
resume automated querying, NSA will work with NSD/DoJ to ensure the BR Identifier 
List vviH be populated with only those selectors that the Court has authorized. Should the 
Court grant NSA RAS decision authority, NSA would begin to au,gment the BR Identifier 
List \Vith additional identifiers that NSA approves as having satisfied the RAS standard, 
using the improved processes and training identified in this document. 

B. (lJ) Future of Overarching Architecture 

29 



"{"I 5,,>:H//Nf9-fo the future, should the Court authorize NSA to resume reguJar access to 
the BR FISA metadata, NSA wi!! migrate the dataflow and Hfo cycle managernent of the 
BR F!SA metadata to its next generation system architecture which offers more effective 
and efficient managcrncnt and control. This architecture is designed to be flexible enough 
to adapt to changes in the legal and oversight requirements, while confrmning to 
applicabk governing auihorizations such as EO 12333 and BR FISA. 

~In the foturc architecture, the end-to-end BR FISA dataflow will be rcforred 
to as a system "thread.'' As such, NSA would manage the entire capability via a "Thread 
Engineedng Team" to guide the requirements development, systems integration, use-case 
development, tesbng/validation and planning 1<)r current and foture enhancements. 
Thread engineers would meet wiih representatives from the OGC and O&C to define and 
validate requirements prior to development. System-wide configuration management 
would be implemented. to log the expected sotlware builds and patches. Such practices 
exist now, but there is no thread fr;cused on the Business Records process. 

TL§iiS f//NF}.:rhc proposed systems supporting BR FISA datafiow and lifo cycle within 
the next generation architecture encompass both technical- and personnel-based strategics 
to ensure that data is accessed, retained and purged in full compliance with authorities 
granted to NSA by the FISC. Moreover, the implementation of centralized processes and 
databases will ensure that all aspects of the dataflow will continue to be tracked and 
audited to further ensure that any non-compliance issues can be promptly identified and 
addressed. Plans for addressing key requirements for BR FISA metadata are as fbHows: 

1. ~ Security I Access Control 

·ff'S.</~l/rNP).iJ, new access control application wiH be applied to aH databases and 
systems supporting the BR FISA workflow. This application wiU validate the credentials 
of users to govern what systems they arc approved to access, and validate that their 
required training is current. PKL which offers security measures fr)r identification and 
authentication, as well as for access control, and audit capability will be used to manage 
users '>Vith access to the raw data or query results. 

2- ~Data Standardization 

{TS.' 1&;i//?4r) A data standardization platform wi1! date-stamp the incoming BR metadata 
and ensure its consistent and accurate structure. This will allow quick and accurate date
based purging once the Court-ordered time frame has been reached. 

3. ~ Databasing RAS Sel.ectors 

(TSf..-'SI//Nl'] An updated and improved centralized target knowledge database for storing 
telephony and email selectors has been under development since October 2008. This 
database wilI enable more efficient storage and retrieval of key infonnation about ea.ch 
BR FISA telephony identifier such as its RAS status and the justification and OGC 
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approval as appropriate, fix those that have been RAS-approved. These features are 
scheduled frff co1npktion durtng the frmrth quarter of FY09. 

4. ~ Analytical Processing and Cali Chaining 

~ An enhanced caH chaining function and data processing capabihty will 
support large volumes of automated a]gorithms, handle growing ingest rates and deliver 
foster query responses. Additionally, the mctadata will be stored using security tags, a 
measure v,:hich can be used to restrict the visibility of individual entries in the database to 
personnel with the appropriate access credentials. 

5. ~m:Uting and Monitoring 

(tL'/fOUQ.) Enhanced auditing wiU provide a means to track a data user's activity 
patterns, the state of a user's operations, and the frequency and cornposition of quciies. 
A fonnai metrics and monitoring system win also be used to monitor the status of the 
end-to-end processing and will alert managernent and operations personnel when 
processing anomalies are detected. 

VI. (l)) Conclusion 

-(TS/.l:I.;F<1>1F} As discussed above, NSA has thoroughly reviewed the technological 
systems, analytic workflows and processes associated with its implementation of the BR 
FlSA Court Order, and has introduced corrective measures to address specific concerns 
and vulnerabilities. These new measures win ensure a balanced focus on technological 
solutions and rnanagcmcnt controls. The end-to-end review also revealed areas for 
improvement which have been documented and wiH continue to be addressed. ·where 
changes \Vere made irnpacting current manual operations, a combination of system 
evaluations, demonstrations and audits provided confidence that the technical fixes arc 
actually configured and operating as intended. 

(TS 1iSI 1lNF) The remedial actions described in this report are subject to ongoing 
improvement and wiH suppmi strict adherence to the Court Order. A1though no 
concctivc measure is infallible, NSA has taken significant steps designed to eiim1nate the 
possibility of any future compliance issues and to ensure that the mechanisms are in place 
to detect and respond quickly if one were to occur, 
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Figure l: OveraU HR FISA Process 



Components of BR 'FISA Process addressed in .Rrni-to-E:tul Review 
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Figure 3: Component of UR FlSA Process addressed in. End-to-End Revi.ew 
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Figure 4: Component of BR. Ff SA Process addressed in End-to-End Review 
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Com ommt" of BR FlSA Process addressed in End-to-End Review 
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Figure 8: Component of BR f'ISA Process addressed in End-to-End Review 
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Figure 9: Component of HR FISA Process addressed in End-to-.En.d Review 
"BR FlSA Analytic Tools a~tj. Procc~.~£~~~?, 
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Appendix: Glossary of Terms 

___ ,_,_, ......................................... ,.----.,,.------------------------- --------------·-··-·-·--·-
ACAT See Autmnated Chaining and Ana~ysis Tool 

andGUi ,__ ______ , _______ , ____________________________ ,,_,,_,, ______________ ,, _____________ +--------------------! 
Activity Detection List A list of threign and domestic telephone 

selectors believed t.o be associated with 
terrorist targets. The Activity Detection 
List is independent of the Station Table. 
Fonnerlv called the Alert List. this list is ., ' 

now more commonly rcfon-ed to as the 
Activity Detection List in order to be more 
descri tivc. 
See Activi~y Detection List 

---···--··-----····----------+----"'-----------------1 

Automated Chaining and Analysis Tool. 
and GUI (ACAT} 

----------------------------------1 
Components 

A database used to store correlations 
between select.ors 

The core systems and processes identi-fied. 
as part oft.he BR FJSA metadata workflow 
against which IPAs and PIAs were 
conducted_ 1---------··-~--------+---------------------1 

Configuration Management The process of tracking, controlling a.nd 

Defeat List 

r------------

documenting changes in software 
applications~ including revision control and 
establishing baselines. 
A database containing list of identifiers 
which, based on an analytic judgment, 
should not be tasked by the SlGINT 

------·-· __ system. -···-··-·-··------------··--··--·-··-·-
A list of selectors that are deemed of little 

------·············-·-·--·····------+-a-n_a~l:t.!~.~ value fi1r metadata an,:1:,!.Y~!~:-·----< 
See Em .Jhatic Access Restriction 

Emphatic Access Restriction (EAR) A software restrictive measure written into 
the midd1eware on 20 



initial Privacy Assessment (IPA) 

February 2009 to prevent a non-RAS 
approved selector from being used fr.)r a 
chain uer ofthe BR FISA metadata. 

/\ review of a system or process which. 
includes a standard set of questions used to 
dctenninc~ among other things, ,vhethcr the 
system or process under reviev.- interacts 
\vith data that could contain information 
about U.S. persons. 1----------------------+-----"--------,.., ... ,.,_,.,..,.,...., .......................... ,.,.. __ ____, 

IPA 

Metadata 

See Initial Privacy Assessment 

"Data about the data"; for example, 
information about a telephone caH, to 
include the calling and cal.led numbers, 
time of can~ etc. Metadata docs not inciude 
content. 
The repository for individual BR FJSA 
mctadata call records for access by 
authorized Homeland Secmity Analysis 
Center (HSAC) and data integrity analysts 
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------·-·--·-··-·-···--·--·--·-------·----···--·-·rto viev.1 detailed infbrmation about spccifi~-----i 
~ -

A selection management system used to 
manage and task selectors, such as 
telephone numbers, IMEis, and IMSis, to 
many ditforent information collection 

r------- ---------------+--'systems worldwide. 
Parsing Rules A method tix separating data into 

standardized data fields. 
-·-···---·--·---·-···--·--·---·----·---·-----------------t -------------------1 

PJA 
PKI 
Public Key Infrastructure (PKI) 

Privacy Impact Assessment (PIA) 

See Privacy Im ?act Assessment 
See Public Key fn{i-astructure 
An information assurance service that 
supports digital signatures and other 
public-key based security mechanisms, and 
offers security measures such. as 
identification and authentication., access 
control and audit capabilitv_ 
An in-depth, standardized review of 
privacy concerns fi)r a particular system or 

-·----···--··---·---------------------i···prncess 
Requirements 

Sanitize 

The temi.s contained in the governing BR 
FlSA metadata documents that must be 
satisfied as part the end-to-end workflow. 
The process of disguising inteHigence to 
protect sensitive collection sources, 
methods, capabilities or analytic 
procedures in order to disseminate to 
customers ~,ta classification kvd they can 
use. 

-~·······----····--···"'·"'·"'·""'""""'----·------·------·-------·--·--·--·-··---·-·--··-·-····----··-·---····-- -------1 

Seed An initial selector used to generate a chain 

·-----·------·-----·---------·--------·-··-·----·----··----··-·--------------- _query. -·----------------------------------·--
Selector An identifier, in BR FlSA realm could be 

an IMEI, IMSI, or MSISDN, as wel1 as a 
tdephone number. -------· 
This tool is used by HMCs to conduct 
contact_£,~~ining agai9-~! BR FISA mctadata 
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-· ··•-■-------
SSP 
Standard Operating Procedure (SOP) 

Station Table 

Sub-components 

System Security Plan (SSP) 

Telephony Activity Detection (Akrting) 
Process 

···················----------------

and provide the results to the-cam. 
HM Cs only used RAS-approved selectors 
\Vhen using this tool. The-team 
ultimately provided the results to NSA's 

ss and 

5lee S~vstem Security Plan 
Institutionalized documentation describing 
official processes and procedures. 
Historic reference of all telephony selectors 

, that have been assessed for RAS •-· and 
their associated RAS determination (RAS 
Approved or Not RAS Approved) - since 
the BR FISA Order was first signed on 24 
May 2006. 
The logical and physical breakdowns of the 
BR FlSA mctadata worktlovv components 
that perfonncd specific activities and/or 
functions. 
An analytic query tooI used to seek out 
additional infonnatkm on telephony 
selectors fron and other 
know1edgc bases and reporting 
repositories. 
A next generation metadata analysis 
graphical user interface ((3UI) vvhich is the 
replacement fi:,tj 

Fom1al document describing the 
implemented protection measures for the 
secure operation of a computer system. 
The process used to notify NSA analysts if 
there was a contact bet\vecn a fbreign 

45 



domestic ~~-!~J?J2_~?~~--t9enti fie~:···-···--····--·--··----··-········ 
The query tool which indicates whether a 
telephony selector is present in NSA data 
repositories, the total number of unique 
contacts, total number of calls, and "first 
heard" and "last heard" intbrmation for the 
selector. 
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